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Reconocimiento (Footprinting)

Tipos de Footprinting, Google Hacking, Who-
Is, Nslookup, Maltego, Ingenieria Social.
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¢ En qué consiste el
Reconocimiento?

*Primera fase del Hacking
*Recopilar la mayor cantidad de informacion
posible sobre la victima

“Si tuviera 9 horas para cortar un
arbol, le dedicaria 6 horas a dfilar
mi hacha”, Abraham Lincoln.
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Tipos de Reconocimiento




Footprinting con Google
(Google Hacking)

o
e & https://www google.com.mx #g=scanme+nmap D~acd \%} scanme nmap - Buscar con...

B ot ’)
x  Google v 8 Buscar ~

e

GO SIC scanme nmap

Web Imagenes Videos Mas ~ Herramientas de busqueda

Go ahead and ScanMe! - Nmap

scanme.nmap.org/ ~ Traducir esta pagina

Hello, and welcome to Scanme Nmap.Org, a service provided by the
Nmap Security Scanner Project and Insecure.Org. We set up this
machine to help folks ...

Usage Examples - Nmap

nmap.org/book/man-examples. html ~ Traducir esta pagina

For testing purposes, you have permission to scan the host

scanme nmap.org. This permission only includes scanning via Nmap
and not testing exploits or ...
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Operadores de Google

-4

~

inurl:
site:
ext:
allintext:
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Website cloning tools

Grab-a-Site: Licencia Comercial. Plataforma Windows.
Version de prueba disponible. Sitio web:
http://www.bluesquirrel.com/products/grabasite/
HTTrack: Licencia de codigo abierto (open source).
Plataformas Windows, Linux y Android. Sitio web:
http://www.httrack.com/

SiteSucker: Licencia Comercial. Plataformas Mac e iOS.
Version de prueba disponible. Sitio web: http://ricks-
apps.com/osx/sitesucker/index.html

Website eXtractor: Licencia Comercial. Plataforma
Windows. Version de prueba disponible. Sitio web:
http://www.esalesbiz.com/extra/

Web Site Downloader: Licencia comercial. Plataforma
Windows. Sitio web: http://www.web-site-downloader.com
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Resolviendo nombres con
Nslookup

12\cmd.exe - ns

Microsoft Windows [Version 6.1.76811
Copyright <(c?> 2889 Microsoft Corporation. Reservados todos los derechos.

C:\UserssKarina>nslookup
Servidor predeterminado: dns3.porta.net
Address: 200.25.197.8

> scanme .nmap.orqg
Servidor: dns3.porta.net
[Address: 200.25.197.8

[Respuesta no autoritativa:

[Nombre: scanme.nmap.ory

[Addresses: 2680:3cB1::fB3c:91ff:fe93:cdl1?
74.207.244.221
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Directorios Who-Is

AREN-

Amarican Regstry tor ITarmE Numbers

ARIN Online
enter o

SEARCH WHOISRWS

advanced search

NUMBER RESOURCES ‘ PARTICIPATE POLICIES FEES & INVOICES = KNOWLEDGE | ABOUT US

WHOIS-RWS

RELEVANT LINKS

CISCO SYSTEMS

CISCO SYSTEMS (CISCO-23) - APF-
> Whois-

Cisco Systems (CISCOS)

Ciaco Systems (CIRC0Y I':")'iscussion Ma.ii.ing List

CISCO SYSTEMS (CISCOS-14) » Sample stylesheet (xsl)

Cisco Systems (CISCOS-20)

CISCO SYSTEMS (CISCOS-21)

CISCO SYSTEMS (CI 3)

CISCO SYSTEMS (CISCOS-24)

Cisco Systems (C00147857)

Cisco Systems lcumg
Cisco Systems (C00234964)
Cisco Systems (C00542683)
Cisco Systems (C00920788)

Cisco Systems (C00920881)
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Repositorio IPv4info

Domain presidencia.gob.ec @

presidencia / gob / ec / “=_Subdomains
record
TTL value
type
A | 7200 [190.152.52.202
NS 7200 |pichincha.andinanet.net Zones on DNS server 200.107.10.110
NS 7200 [tungurahuva.andinanet.net Zones on DNS server 200.107.10.110
MX |?200 |D webmail.presidencia.gob.ec
TXT 7200 [v=spfl mx aip4:190.11.14.30/32 ~all
TXT 7200 (avionrv3vvbliu6e8p7hbquhrs
S0A (7200 Mname root.andinanet.net
Rname hostmaster.andinanet.net
Serial number 2018071301
Refresh 7200
Retry 6043800
Expire 86400
Minimum TTL 3600

www.KarinaAstudillo.com




Repositorio Hurricane

INTERNET SERVICES

AS5200521 Secretaria de Estado de Administraciones Publicas

[AS Info] [Graph v4] [Graph v6| [Prefixes v4| [Prefixes v6| [Peers v4| [Peers v6] [Whois] [IRR

BGP Toolkit Home
BGP Prefix Report
BGP Peer Report
Exchange Report
Bogen Routes
World Report
IMulti Origin Routes
DNS Report

Top Host Report
Internet Statistics
Looking Glass
Network Tools App
Eree |Pv6 Tunnel
IPv6 Certification
IPv6 Progress
Going Native
Contact Us

- ==

Prefix

Description

Secretaria de Estade de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

CP-ATOCHA

Secretaria de Estade de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Secretara de Estado de Administraciones Publicas

Secretaria de Estade de Administraciones Publicas

Telefonica de Espana SAU

Ministerio de Economia y Hacienda

Ministeric de Economia y Hacienda

Ministerio de Economia y Hacienda

Ministerio de Economia y Hacienda

Secretaria de Estade de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

Secretana de Estado de Administraciones Publicas

Secretaria de Estado de Administraciones Publicas

AARAARAARARARARRARARR AR A
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Maltego

Er Name

altl.aspmx.l.google.com alt2.aspmx.llgoogle.com altd.aspmx.l.goog

+ All Transforms le.com nsl.google.co

+ Convert to Domain

+ Links in and out of site

+ Resolve to IP
E; )‘ f? - !ﬁ K=o [;] (;3
o

ns4.google.com

Run All

The server nsl.google.com doesn't allow AXFR transfers (from entity "google.com")

Transform To DNS Name [Attempt zone transfer] returned with 0 entities {(from entity "google.com")
Transform To DNS Mame - MX (mail server) returned with 5 entities ({(from entity "google.com”
Transform To DNS Hame [Attempt zone transfer] done {from entity "google.com")

Transform To DNS Name - MX (mail server) done {(from entity "google.com")

Transform To DNS Mame - interesting- [using DB] returned with 12 entities (from entity "google.com")
Transform To DNS Hame - interesting- [using DB] done {from entity “google.com")

Tranzfarm Tn NNS KNamae fusinm MR retorned with 17 antities (from entity "nannle cam"l

E 4
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Trazado visual de IPs
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V4 [ [

nalisis de correos

H i~ v2.0h Advanced Edition =) i
=
i b 4

|hlarl here My Inbox My Trace Reports | Subject: FW: eMailTrac...

The trace is complete, the information found is displayed on the right New Trace View Report Email Summary
Map
~ . e - - From: julie.lancaster@visualware.com
— Cre e X - prep—
A ot ) b 7 - - || To: daniel. palmer@visualware.com
= g — T ! A et 1] Date: Tue, 20 Sep 2011 15:53:41 -0400
“Q‘ﬁ\ . E i o= e Subject: FW: eMailTrackerPro 2007 awarded five stars
Y \ Y | e ___=—s==3.4|ocation: Centreville, Virginia, USA
3 e = | Misdirected: No
ST Contrevile, Vrgnia, USA ) 5" | Abuse Address: security@verizon.net

]

Abuse Reporting: To automatically generate an email
abuse report click here

'3 From IP: 56.231.142.49
i
1 System Information:
‘ . @ There is no SMTP server running on this system
¥
(the port is closed)
@ There s no HTTP server running on this system (the
Hop Name Location port Is closed).
1 @ There is no HTTPS server running on this system
D losubs subs dsI2. mbr-roch zen rRochdale, UK (the port s closed).
3 280172 c12 mbr-roch 2en. net ukRochdale, UK @ There is no FTP server running on this system (the
> = - - ¥ ! K
4 ae20 cr2 wh-man.zen.net uk  London, UK port Is closed)
5 we-1-1.0. man11 ipd tinet net (Germary)
b B89.149.184.186 xe-1-0-0.nyc32.ipd tinet.net (Germany)
7 162.179.72.121 TenGigED-0-1-0 GWE NYC4 ALTNew York, NY, USA
e 1526321130 0.xe-1-1-2 XT2.NYC4 ALTER NENew York, NY, USA Network Whols
9 152.63.10.30 0.50-5-1:2 NY325-BB8-RTR2. ALTUSA
o 10532 HYIE-DMRINEALTLS - - Domain Whois
11 96.231.142.49 pook96-231-142-49 washdc fios. Centreville, Virginia, USA

Email Header

www.KarinaAstudillo.com




Medidas Defensivas

Privacidad Directorios Who-Is

Implantar cultura de
seguridad informatica
corporativa

Configuracién correcta de
Firewalls de Borde, sistemas

IDS/IPS, LCE y monitoreo
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