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Escaneo

Clases de escaneo, estados de puertos,
Nmap, analizadores de vulnerabilidades.
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¢Qué es escanear?

*Escanear implica identificar los puertos abiertos en los
hosts activos identificados en la fase previa.

°Incluye la deteccion del sistema operativo de los
sistemas escaneados y de las aplicaciones asociadas a
los puertos abiertos.

(*) Todas las marcas pertenecen a sus respectivos duenos.
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Ping Sweepers

"'a Ping Scanner Pro - registered !EIE
File DOptions Help

WinMet | Metwork Stats | LConnections l Telnet I Fart Scan ] IP List I Fouting table | Interfaces |
Ping Multi Ping l Trace Route | MAC | DNS | Whois | |P Calculator | Finger | Troughput | NT Users |

Start |2 E{ I1 22 E[ |53 Ei |BD j Time Out |25EI ::I Start Scan I | Cancel I LClear I
End [~ 122 54 E{lje0 i .

IP l status | Time I MName I :]
E2 122.53.69 oK 194 ms.  walebapenasilal
E 20 1225370 oK 203 ms.. e .
E. 201225371 oK 210 ms.
I o> 1225372 oK 188 ms.
E 2El122.53.73 oK 195 ms. =
lf',‘ 2011225374 oK 189 ms. ]
l‘g 2 122.53.75 oK 189 ms. Mo name found
lg 20 1225376 oK 200 ms. Mo name found
I > 1225377 oK 201 ms. 8
I > 1225378 0K 184 ms.
=8> 1225379 Late 334 ms. Mo name found
> 1225380  OK 196 ms. |
l= 2 1225381 No answer n/a n/a
> 1225382 No answer n/a néa
IZ2 1225383 Late 711 ms. .com
I~ 199204 RESAREHDS S0 BE ﬂ

’MultiPing canceled by user 7
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TCP Ping

C:slserssKarinasDesktopXpingtecp.exe wuw.elixircorp.com 98
PingPort 1.8. TCP port accessz tester. http:isszysadminblog.ru . httpirssxtelekom.r

u
IREply from wuw.elixircorp.com:80 OK. Time=453ms
Reply from wuw.elixircorp.com:88 O0K. Time=281ims
Reply from www.elixircorp.com:80 OK. Time=288ms
Reply from wvww.elixircorp.com:860 OK. Time=281ims=s
Reply from wuew.elixircorp.com:88 OK. Time=281ms
Reply from wuww.elixircorp.com:860 OK. Time=281ms
Reply from wvuww.elixircorp.com:868 OK. Time=268ms
Reply from wuww.elixircorp.com:8@ 0K. Time=26"Yms
Reply from wvuww.elixircorp.com:860 OK. Time=25%ms
Reply from wuw.elixircorp.com:88 0OK. Time=268ms
Reply from wuww.elixircorp.com:80 OK. Time=266ms
Reply from wvuww.elixircorp.com:860 OK. Time=281ims

from wuww.elixircorp.com:88 0OK. Time=268mns

from wuw.elixircorp.com:80 OK. Time=26Hm=s

C:sllszserssKarinasDesktop
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Estados de puertos

*Abierto: un puerto en este estado esta
disponible y escuchando por conexiones
hacia el servicio asociado en dicho
puerto.

*Cerrado: por el contrario un puerto
cerrado aunque es accesible, no tiene una
aplicacion o servicio asociado que
responda a solicitudes de conexion.
*Filtrado: un puerto filtrado no es posible
de ser accesado porgue existe un
dispositivo filtrador de paquetes de por
medio que impide al escaner determinar
si dicho puerto esta abierto o cerrado.

*No-filtrado: un puerto en este estado
es accesible pero no puede
determinarse a ciencia cierta si esta
abierto o cerrado. Este estado es
especifico de la técnica de escaneo
ACK.

*Abierto | Filtrado: este es un estado
ambiguo en el cual el escaner no pudo
determinar si el puerto se encuentra
abierto o filtrado y es factible de
obtenerse cuando se usa una técnica
de escaneo en la cual un puerto
abierto puede no responder.

*Cerrado | Filtrado: se da cuando el
escaner no puede concluir si el puerto
esta cerrado o filtrado.
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Three-way handshake TCP

\
—
\

Apreton de man

Fuente: Internetwo n&, F, Douglas E. Comer.
Erabnracién:laaut
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Técnicas de Escaneo

*Escaneo SYN o Half-Open
*Escaneo FULL o Connect-Scan
*Escaneo UDP

*Escaneos especiales (si RST cerrado):
—Null Scan (flags off)
—FIN Scan (FIN on)
—XMas Scan (FIN + URG + PSH)

*Escaneo ACK (si RST no-filtrado)
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Escaner de puertos NMAP

Scan  Tools  Profile  Help

Target: | scanme.nmap.org ~ | Profile: | Intense scan b Scan
| . e e - 1 L - 4

Carnrmand: énmap -T4 -A -y scanme.nmap, org

[ Hosts ][ Services ] | Hmap Output | Ports j Hosts| Topology | Host Details | Scans |

a5 4 Host ||rmap -T4 -A -v scanme. nmap. org w

A scanme.nmap.org (7+ | Hetwork Distance: 13 hops ~
TCP Seguence Prediction: Difficulty=206 (Good luck!)
IF ID Sequence Generatisn: All zeros
Service Info: OS5: Linwx; CPE: cpe:/o:linw<:Iinu=_kernel

TRACEROUTE (using part 3383/tcp)

HOP RTT ADDRESS

1 @.98 ms  host-199-13@-173-1.ecutel.net.ec (198.138.173.1)
9.00 ms 172.28.21.78

9.0 ms  172.28.16.62

63.88 ms 172.29.0.248

63.80 ms 172.28.8.252

47.08 ms 192,168,284, 189

34,08 w5 He-0-3-0.m1ald.ipd.tinet.net (199, 168.63.289)
141.00 ms 213.288.84.38

185.00 ms &4.289. 18542

18 219.00 ws logigabitethernet2-4.corel.paol.he.net
{72.52.92.21)

11 188.00 ws 1ogigabitethernetl-2.corel.futl.he.net
(184.185.213.65)

12 185.00 ms routerl-fut.linode,com (64,62, 252.6)

13 185.90 WS SCanme.nmap.org (74.287.244.221)

LE T TR R Yy B RN N

NSE: Script Post-scanning.

Initiating NSE at 21:22

Completed NSE &t 21:22, 0.005 elapsed

Pead data files from: D:%Archivos de programaHmap

05 and Service detection performed. Please report any

incorrect results at http:/nmap.org/submit) .

Heap dene: 1 IP address (1 host up) scanned in 45.381 seconds

Pax packets sent: 1465 (66.444KB) | Rovd: 1101

b4 (45.972EE)

Filter Hosts ]

www.KarinaAstudillo.com




Opciones:

-sn : ping scan

-sS : syn/half scan

-sT : tcp/connect scan

-sA : ack scan

-sN : null scan

-sU : udp scan

-sF : fin scan

-sX : Xmas scan

-sV : deteccién de version de servicios
-O : deteccidn de sistema operativo
-T<0-5>: temporizador, el valor mas alto es mas rapido
-v : salida detallada
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NMAP desde el CLI

¢+ Simbolo del sistema

C:“Documents and Settings“Karina“Escritorio“Enumerationnmap —0 192_168.91.133

Starting Nmap 6.81 ¢ http:-//nmap.org > at 2013-01-89 28:56 Hora ezt. Or. C(EE.UU.
y CanadB>

Mmap scan report for 172.168.71.133

Hozt iz up (H.00000108: latency).

Mot zhown: 985 closed ports

PORT STATE SERUVICE

L3 top open domain

B8 tcp open kerherosz—sec

135-tcp open msrpe

13?-tcp open nethios—ssn

38?-tcp open ldap

445 -tcp open microsoft—ds

d64d-tcp open kpasswdhs

L93-/tcp open http—rpc—epmap

hib tcp open ldapssl

1826.-tcp open LEA—or—nterm

1827-tcp open IIS

1843 tcp open hoinc

1845 .-tcp open fpitp

3268-tcp open globalcatLDAP

3267-tcp open glohalcatLDAFP=z=1

MAC Address: BE:@C:29:927:FD:C4 (UMuarel

Device type: general purpose

Running: Microsoft Windows XPI128083

0% CPE: cpe:so:microsoft:windows_xp::sp? cpe:somicrosoft:wvindows_server_2003::s
pl cpe:so:microsoft:iwindows_server_20083::zp2

0% details: Microsoft Windows HP SP2 or Windows Server 28603 SP1 or SP2
Metwork Distance: 1 hop

0% detection performed. Please report any incorrect results at http: “nmap.org-ss
ubmit/s .
Mmap done: 1 IP address {1 host wup? scanned in 7.63 seconds

C:“Documents and Settingsz“Karina“Escritorio“Enumeration>




Zenmap en accion

“ Fenmap

Scan  Tools  Profile  Help

Target: | scanme.nmap.arg w | Profile: | Intense scan w Scan
L it = 1] L 4

Carmmand: énmap -T4 -& - scanme.nmap.arg

[ Hosts ][ Services | Mmap Qubput | Ports [ Hosts | Topology | Host Details | Scans |
05 4 Hosk [=l iscanme.nmap.org (74,207,244, 221)
% SCanmme. nmap. org (7 [=] Host Status
Skate: up
Open ports; 4

Filtered ports: 1
Closed ports: 9395

Scanned ports: 1000
Lp time: 379757 b .
Last boot: Maon Dec 10 11:52:45 2012

= Addresses

IPwd:  74.207.244.221
IPwA: Mot available
MAC: Mot available

=l Hostnames
MName - Type:  scanme.nmap.arg - user

MName - Type:  scanme.nmap.org - PTR

=/ Dperating System
Mame: Lirnz 5.0

accuracy: [MEEBRREESREER|

[# Ports used

5 [+ 0S8 Classes

i R e e

Filter Hosts
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Al Panart
Audit Report

PO

Analizadores de Vulnerabilidades

Vulnerabilities by Severity

300 -
250 -
200 -
150+ ——
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i J

Vulnerabilities

Critical Severe Moderate

Nodes by Vulnerability Severity

]
5l -
e
"
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i=]
2 34
2
1
[ i [
Critical Severs Moderate Clean

There were 489 vulnerabilities found during this scan. Of these, 313 were critical vulnerabiliies. Critical vulnerabilities require

immediate attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 157

vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.

There were 19 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting

subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.

Critical vulnerabilities were found to exist on & of the systems, making them most susceptible to attack. 5 systems were found to have

severe vulnerabiliies. Moderate vulnerabilities were found on 5 systems. No systems were free of vulnerabilities.

Most Common Vulnerabilities

Vulnarabilities
0 1 2 3 4 5 [
tifs-actl-password-never-

Explres
hitp=iis=isapi-sendces=enahled

windows-hotfi-ms09-001
htap-generic-propfind -dir- |
Brawding
hitp-generic-webdas-enabled |

windons-hatto-ns07-031 (TR
windows-hotfic-ms07-050 | m
htip-bazic-auth-tleartext —’
windows-hotfix-ms07-008
vilndows-hotfix-ms07 =035

Most Common Vulnerability Categories

@ Windows = 40.158%
@ Remote Execution - 26,405%
@ Web - 12.859%
TN Toadobe - 5 341%
T @ Denial of Service - 4.946%
2_3:’49&_ \ 2 Windows 2000 - 2.374%
4.908%) @ CIFS/SMB/MNetBIOS - 2.077%
[E3n%] @ Windows XF - 2.077%
12.850%] | ® Microsoft II5 - 1.978%
[26409% @®55H - 1.78%

There were 9 occurrences of the cifs-acct-password-never-expires vulnerability, making it the most common vulnerability. There were
406 vulnerabilities in the Windows category, making it the most common vulnerability category.
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Analizadores Populares

|Filers  NoFiters @ Add Filter

Sat Mar 17, 12:02 PM

Plugin 1D 4 | count Severty v | Name | Family
11130 Hign CGI Generic 5L Injsction CGH abuses
42470 High €6l Generic SOL Injection (2nd pass) CGl abuses
18405 i Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middie Weakness Windows
39486 CGI Generic Crass-Site Scripting (quick test) CGl abuses : XSS
42056 1 CGI Generic Local Fie Inclusion CGl abuses
44136 Gl Generic Cookie Injection Scripting €6l abuses
44670 B Web Application SQL Backend ldenification 9 T
Ap tons  Pla System [
49067 I Generic: HTML Injections (quick tost)
26194 B Lov Web Server Uses Plain Text Authentication Forms. * Nexpose Security Console :: Dashboard - Mozilla Firefox
30218 B Low Terminal Services Encrypion Level is not FIPS-140 Compiiant L2 S RSO ;
47830 _ Low CGl Generic Injectable Parameter ) Nexpose Security Console :: Da... o
11219 Nessus SYN sc; 1 s -
10107 HTTP Server Type and Version @ = ‘ g localhost 2 localhost:378
L L 2 B¥BackTrack Linux [ifOffensive Security KBExploit-DB Yy Aircrack-ng [ SomarmM
10302 ‘Web Server robots.txt Information Disclosure
10662 ‘Web miroring
10040 Windows Terminal Services Enabled >
Nnexpose
11032 ‘Web Server Directory Enumeration cammu“ny
11874 Microsoft IS 404 Response Service Pack Signature " an it r = =
| iy Heme | S Assets @ Vulnerabiities i, Palicies = Reports ' Administration
11936 OS Identification s
12083 Host Fuly Qualfied Domain Name (FGDN) Resolution on
19506 Nassus Scan Information
22964 Service Detection
Site Listing
Name Assets Vulnerabilities Risk 1Z Type Scan Status
Sitio Demo o o 00 Static Not scanned
New static site
Current Scan Listing for All Sites.
7 - K
Rep! Summary Apply overrides | & RE
Result of Task: Demo Task

Order of results: by host
Scan started: Tue Aug 20 01:18:24 2013
Scan ended: Tue Aug 20 01:27:17 2013

Scan status: ™ Done |

I [ (= i i T e e
Full report: 2 1 7 24 0 34 B> ror 3]
All filtered results: 2 1 0 o Q 3 | E PoF | < Y
Fitered results 1 - 3: 2 1 0 0 0 3 > | roF | T LD

www.KarinaAstudillo.com

Heip | Support | News | Log Out

5| | Search

Scan Delete



Medidas Defensivas

Hardening

Contratos de soporte al dia

Configuracion correcta de
Firewalls de Borde, sistemas

IDS/IPS, LCE y monitoreo

www.KarinaAstudillo.com
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