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Explotacion o Hacking

Mecanismos, frameworks, Metasploit,
ataques de claves, malware, DoS.
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Con este mecanismo el hacking se ejecuta
usualmente haciendo uso de comandos,
conexiones a puertos, envio de paquetes de datos
personalizados y/o programando codigo de bajo
nivel o scripts.

El hacker hace uso de un software de explotacion,
usualmente desarrollado por un tercero, que puede
o no tener algin nivel de parametrizacion y

indica el objetivo y luego envia a ejecutarlos sin
mayor intervencion.

El hacker tiene mayor control sobre lo que desea

implementacion realizada por el desarrollador.

Se requiere conocer a profundidad la suite de
protocolos TCP/IP; manejar la linea de comandos y
entender como manejan internamente la seguridad
de los sistemas operativos como Windows, Unix,
Mac OS, entre otros; saber programar en lenguajes

comprender el funcionamiento del software que se
pretende explotar.

El hacker solo necesita conocer como usar la
herramienta de explotacion. Sin embargo, si se trata
de un hacking ético profesional, el consultor deberia

operativos y seguridad informatica.

El hacker puede usar un procedimiento de
explotacion descubierto y publicado por un tercero

mismo.

El hacker esta limitado usualmente a utilizar

de explotacion utilizada.

(*)Todas las marcas pertenecen a sus respectivos duenos.
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Frameworks de explotacion

*Los frameworks de explotacion, son programas que
incluyen un conjunto de herramientas que permiten al
consultor - dentro de un mismo ambiente - efectuar
tareas de reconocimiento, escaneo, analisis de
vulnerabilidades y por supuesto hacking.
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INTERFACES

METASPLOIT COMMUNITY &
FRAMEWORK: PROFESSIONAL:
MSFCONSOLE INTERFAZ WEB

3rd PARTY:
ARMITAGE

MODULES:

- AUXILIARY
LT METASPLOIT

R IR (LIBRARIES)

- PAYLOADS
- NOPS
- POST

METASPLOIT ARCHITECTURE
FUENTE: Offensive Security (2018), Metasploit Unleashed.
DESARROLLO: Karina Astudillo B.
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msfconsole

Terminal
File Edit View Search Terminal Help
d8bd8b.d8p d8888b 788' d888b8b dsp ?8b 88P
88P ?P'?P d8b_,dP 88P d8P' 788 d8P d8888b $whi?88b 88b
ds8 d8 78 88b 88h 88h ,88b 788, .d88b, d88 d8P' 788 88P "?8b
dg8' d8sb 8b 78888P' 78b  788P' ©788"' 788 788 88b d88 d8s8
88b d8P 88h 78888P'
888888P' 88n
d8sP’

=[ metasploit v4.17.3-dev ]
+ -- --=[ 1795 exploits - 1019 auxiliary - 310 post ]
+ -- --=[ 538 payloads - 41 encoders - 10 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
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Comandos msfconsole

Core Commands

Command Description

z Help menu

back Move back from the current context

banner Display an awesome metasploit bammer

cd Change the current working directory

color Toggle color

conmect Communicate with a host

exit Exit the console

SR _REQ Launch Metasploit web GUI

help Belp menu

info Displays information about one or more module

irb Drop into irb scripting mode

jobs Displays and manages jobs

kill Kill a job

load Iload a framework plugin

loadpath Searches for and loads modules from a path

makerc Save commands entered since start to a file

POpm Pops the latest module off the stack and makes it active
previous Sets the previously loaded module as the current module
pushm Pushes the active or list of modules onto the module stack
quit Exit the console

reload all Reloads all modules from all defined module paths
resource Fun the commands stored in a file

route Boute traffic through a session

save Saves the active gdatsstores

search Searches module names and descriptions

sessions Dump session listings and display information about sessions
set Sets a variable to a value

setg Sets a global variable to a value

show Displays modules of a given type, or all modules

sleep Do nothing for the specified number of seconds

spool Write console output into a file as well the screen
threads View and manipulate background threads

unload Unload & framework plugin

unset Unsets one or more variables

msetg Unsets one or more global wvariables

use Selects a module by name

version Show the framework and console library version numbers
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Comandos msfconsole (cont.)

Database Backend Commands

Command Description

creds List 2ll credentizls in the datzbase

db_connect Connect to an existing database

db_disconnect Disconnect from the current database instance

db_export Export a file containing the contents of the database

db_import Import a scan result file (filetype will be auto-
detected)

db_nmap Executes pmap and records the output automatically

db_rebuild cache Rebuilds the database-stored module cache

db_status Show the current database status

hosts List all hosts in the database

loot List all loot in the database

notes List 2ll notes in the database

services List all services in the database

wmlns List 21l vulnerabilities in the database

workspace Switch between database workspaces
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Ataques de claves

*Fuerza bruta

*Basados en diccionario
*Hibridos

*Mediante ingenieria social
*Usando sniffers
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Ataques de fuerza bruta

*Prueba todo el espacio posible de
claves.

P=n*

P = Permutaciones posibles
n = valores de donde elegir
X = cantidad de valores a elegir
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Tiempo requerido para romper una clave de n
caracteres aplicando fuerza bruta con 1 PC -

Amount of Time Character Type

Combining ASCll, Uppercase, and

“abcdefg” 7 characters @ .29 milliseconds
F "p "
“abcdefgh” 8 characters @ 5 hours I Gssword

{ (racked just under the time
™ itwould take lightning to strike 2-3 times

“abcdefghi” 9 characters s CICI)!S

“abcdefghij” 10 characters 4 months “p )
P@sswOrD

“abcdefghijk” 11 characters 1 decade Will be cracked in the same amount of time
it fook to carve Mt. Rushmore, or 14 years.

“abcdefghijkl” 12 characters 2 centuries
BBetterBuys BGBetterBuys

Fuente: BetterBuys
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Ataques basados en
diccionario

*En este tipo de ataques en lugar de probar
todas las combinaciones posibles dentro del
espacio de claves, lo que se hace es recurrir
a un diccionario de claves previamente
armado e ir probando en orden las opciones
contenidas en el mismo.
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Tablas rainbow

CLAVE  HASH PRECALCULADO

X H(X)
¥ H(Y)
Z H(Z)
U H(U)
Vv H(V)

HASH CAPTURADO: W
H(X) =W ?

NO, ENTONCES H(Y) = W?
NO, ENTONCES H(Z) = W?
NO, ENTONCES H(U) = W?

Si! ENTONCES LA CLAVE ES U
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File Edit View Go Capture Analyze Statistics Telephony Tools

Sniffers de red

wlanO [Wireshark 1.8.5]

Internals

& & el =& Cealq S 2

Filter: I Expression...

No. Time Source Destination i
6516 44.085235000 54.230.82.158 192.168.150. 102 T
6517 44.085272000 192.168.150. 102 54.230.82.158 Tl
6518 44.085489000 S54.230.82.158 192. 168, 150. 102 Tl
6519 44,090284000 54.230.82.158 192.168.150. 102 Tl
6520 44,000215000 192.168.150. 102 54,230.82. 158 Tl
6521 44.110825000 S4.230.82.158 192. 168.150. 102 T
6522 44.111076000 54.230.82.158 192.168.150.102 Tl
6523 44.111108000 192.168.150. 102 54,230.82. 158 Tl
6524 44.111445000 190.130.177.227 182.168.150.102 Y
6525 44,111481000 190.130.177.227 192,168,150, 102 Y
6526 44.111486000 y

6527 44,131228000

b Frame 1: 1066 bytes
I Ethernmet II, Src: L
P Internet Protocol \
P User Datagram Protc

0000 64 70 02 dO eS ¢
0010 ©4 lc 00 00 40 ¢
0020 bl e3 e6 aa 1 ¢
0030 00 00 1d &d 09 |
0040 00 00 06 00 00 ¢

o ¥

File: "ftmp/wireshal

180.130.177.227

Network Inter|

192.168

.150.102

R
SR OO
Adapter [192.168.0.5] [ stop Capture

ettercap NG-0.7.4.2

Start Targets Hosts View Mitm Filters
7

Host List W

Logging Plugins Help

. IP Address MAC Address

74:DE:2B:08:35:B6

Description
5192.168.150.10
1192.168.150.100 74:DE:2B:08:35:B6
192.168.150.101 74:DE:2B:08:35:B6

192.168.150.103 pipi
LR T

el b

[ *E]

acket Bulder |
N Clent Cient host Server ] Host Activity Monitor s =3
&1 2ue0s  panaonE. SN EsEHPED AT V|0 Q
B2 15216805  PLANCLOTHE.. 190.90.2215
&3 19216505  PLANCLOTHE. 67.195.6165 terface |[Atheros ARS007EG Wireless Network Adapter [192.168.0 v | [ Start
@4 121805 PLANCOTHE. 67.1956165 eners (WAC) || Active Receivers (MAC) | Active Senders (IP) | Active Receivers )|
@5 192156805  PLANCLOTHE. 67.195.6165
S5 19218505  PLANCOTHE. 671956165 T
@7 19218805  PLANCOTHE. 671956165
@5 19218805  PLANCLOTHE. 671956165
e 1921680.5  PLANCLOTHE. 91.190.216:63
@10 1921805  PLANCOTHE.. 190.90.15.3
@11 192180.5  PLANCLOTHE.. 200.124255.,
B0 15216805  PLANCLOTHE. 98.139.206.15
B3 15216805  PLANCLOTHE.. 9.139.206.15
B4 19218505  PLANCLOTHE. 150.90.15.3
~ e R,

B resssdsnsr

Accept:
Conten

Host

Packets Traffic

GET /style/style.css HTTB/1.1
& Host: www.elixircorp.com @ COICE:38:17:50:A4 375 358 KB .I e s v
= oern 5.0 (Windows NT @ 00:24:D2: 33:AB:FE 1 23.3K8
A X T2 SR T § e Y [P O s e cacke e GRNU Toeos A
= |accepe: 5 @ 33:33:00:00:00:00 0 obytes T e e e A e e
' [hcespr-Language: es-ES, es:q=0.8, en-0gf| @ 333300010002 0 Obytes
Accept-Encoding: gzip, deflate (TR . TR m T AL e 2 et L e s A SR
@& Reterer: noop://wine.elixircorp.com/ ——
Coolkie: =dbn16id336pdteb=3&s=ac
Connection: keep-alive
R CUR DM DEV UNRi PUBL IND

Capturec 3605 Filtered 3605

Link Speed 54 Mbps

Memory o

CPU usage 12%
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NIC en modo normal

MAC: AAAAAAAAAAAA MAC: BB:BB:BEB:BB:BEB:BB MAC: CC:CC:CC.CC:CC:CC

TRAMA X:
MAC DESTINO: CC:CC:CC:CC:CC:CC

TRAMAY:

TARJETADERED DEPCC
MAC DESTINO: FF:FF:FF:FF:FF:FF (BROADCAST)

EN MODO NORMAL DE OPERACION

TRAMAZ:
MAC DESTINO: AA:AA:AA:AA:AAAA
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NIC en modo promiscuo

MAC: AACAA:AAAAAAIAA MAC: BB:BB:BB:BB:BB:BB MAC: CC:CC.CC:CC:.CC:.CC
) ) ]
TRAMA X:

MAC DESTINO: CC:CC:CC:CC:CC:CC

TARJETADE RED DEPCC TRAMAY:
EN MODO PROMISCUO MAC DESTINO: FF:FF:FF:FF:FF:FF (BROADCAST)

TRAMA Z:
MAC DESTINO: AA:AA:AA:AA:AA:AA
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Switch normal

MAC: AA:AAAAAAAAAA MAC: BB:BB:BB:BB:BB:BB

2

MAC: CC.CC:CC:CC:CC:CC

MAC FUENTE: AA:AA:AA:AA:AAAA
B MAC DESTINO: BB:BB:BB:BEB:BB:BB
MAC FUENTEZAA:AA:AA:AA:AAAA

MAC DESTING): BB:BB:BB:BB:BB:EB

e S‘F=
TRAMAX% 4) El hacker no capturala trama X

TARJETADERED DEPCC

3) SW/onmuta Trama X al puerto 4 EN MPDO PROMISCUO

1) SW recibe Trama X en puerto 1

TABLA MAC:

] PUERTO 1 -> AA:AA:AA:AA:AA:AA
2) SW revisa Tabla MAC | pUERTO 4 > BB:BB:BB:BB:BB:BB

PUERTO 8 -> CC:CC:CC:CC:CC:CC
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Tabla ARP

D:vDocuments and SettingssCursoXarp —a

Interfa=: 122_.168.8.3 —— BAxL
Direccidn IP Direccidn fisica
122.168.8.1 cBl—ch—-38—-17-58—a4d
192 .1683.8.5 Hi-24—-d2-38—-abh—fe

D:~Documents and Settings“Curso
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ARP spoofing

MAC: AA:AA:AAIAAAAIAA MAC: BB:BB:BB:BB:BB:BB MAC: CC:CC.CC:CC:CC:CC
IP: 10.0.0.1 IP:10.0.0.4 IP:10.0.0.8
‘ ‘ 1) Hacker envia ARP gratuito a Host A:

IP10.0.0.4-> MACCC:CC:CC:CC:CC:CC
2) Host A madifica su tabla ARP

4) Host B modifica su tabla ARP

5) El hacker puede interceptar eltrafico entre Ay B!

ANTES DE LA SUPLANTACION:

DESPUES DE LA SUPLANTACION:

TABLA ARP HOST A
10.0.0.4 -> BB:BB:BB:BB:BB:BB
10.0.0.8 > CC:CC:CC.CC:CC:.CC

TABLA ARP HOST A
10.0.0.4 -> CC:.CC.CC:.CC:CC:CC
10.0.0.8 -» CC:CC:.CC:.CC:CC:CC

TABLAARP HOST B
10.0.0.1-> AAAAAACAACAAAA
10.0.0.8 -> CC:CC:CC:Ccc.cc.cc

TABLA ARP HOST B
10.0.0.1-> CC:CC:CC:CC:CC:.CC
10.0.0.8 -» CC:CC:CC.CC:CC:CC
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Trama copiada (MITM)

1) PC A ENVIA MENSAJE DIRIGIDO A PC B, PERO DEBIDO A LA SUPLANTACION LE LLEGA AL PC C (HACKER)

TRAMA ETHERNET

IP
DEST:
10.0.0.4

PREAMBLE MAC DEST: ——_ IP FTE:

+SFD CC:.CC:CC:CC:.CC:.CC : 10.0.0.1

< >
PAYLOAD (PAQUETE IP)

2) PC C (HACKER) COPIA LA TRAMA , DESENCAPSULA EL PAYLOADY LO ENCAPSULA EN UNA NUEVA TRAMA

PREAMBLE MAC DEST: MACFTE: IP FTE:

+SFD BB:BB:BB:BB:BB:BB || CC:CC:CC:CC:CC:CC - 10.0.0.1

3) PCB RECIBE LA TRAMA Y RESPONDE A LA MAC DEL PC C (HACKER)

4) PC C (HACKER) RECIBE LA TRAMA, LA COPIA, Y EL PROCESO SE REPITE
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MAC Flooding

*Si atacamos al switch nuestro objetivo sera
hacer que se comporte como un hub, es
decir que replique las tramas que recibe a
todos los otros puertos (incluido el del
hacker).

*Este ataque se conoce con el nombre de
inundacion de tramas o mac flooding.
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Ingenieria social
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« Shoulder-surfing
» Tailgating

* Dumpster-diving
» Suplantacion
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Ingenieria social basa

computador

- Comeofaiso PHISHING

* EhiShing
- Keyloggers i
 Malware i ‘ :

10010
microsoft teafm- <-alv'|n@megahana.com.my> 0 00;?;?;??: g]o:ggm 00010
00 . 00101001¢
s . 1101110001001 i
A ¥ 1010001101110
rosoft team- <alvin@megahana.com.my> | “
10010101001
00101

micmsoﬁ,awardﬂ {@163.com 1100101 LN
\ A\ )]

™M
42, 2016 at 12:41 PM

to =

Thu, May
CBE \Winning Mo !‘»WSFT.-'SE}TE»HDY;.?MB
Lc rnegahar\a.cum.my‘
standard {TLS) Lea®l more
L8}

wWWWwW i
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Software malicioso
(Malware)

*Virus

*Gusanos (worms)
*Troyanos
*Hibridos

*APTs (Advanced
Persistent Threats)
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DoS

Ataque de Denegacidn de Servicio simple (DoS)
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DDoS

Ataque de Denegacion de Servicio Distribuido (DDoS)

INTERNET BOTNET

T

-

Servidor

7

Cracker
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Inundacion SYN

Inundacién SYN (SYN Flooding)

Hacker Servidor

A

Buffer TCP

SYN + ACK
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Hacking WiF

 Protocolos IEEE 802.11
 WEP (protocolo débil aun utilizado)
« WPA/WPA2

 Se debilita cuando se usa WPS
* Kracks Attack

* WPAZ3 ya fue oficializado en junio/2018
« Hacking tool favorita: suite Aircrack-ng
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Suite Aircrack-ng

root@Spooner: /home/karina

Ailrcrack-ng

EAPOL HMAC

root@Spooner: /home/
- et — f > eV |
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Hacking Web

METODOLOGIA PARA EL HACKING DE APLICACIONES WEB

5
ANALISIS
INICIAL

6 IDENTIFICAR

ESCRIBIR PUNTOS DE
INFORME INGRESO

3 3
HACKING IDENTIFICAR
MANUAL COMPONENTES

4
ESCANEO
AUTOMATIZADO

Fuente: EC-Council y la experiencia
Elaboracién: Karina Astudillo B.

www.KarinaAstudillo.com




OWASP Top 10

A1:2017 - .
Inyeccion de autenticacion

A6:2017 -
Configuracién de
seguridad

Ll incorrecta

A9:2017 -
Componentes con
vulnerabilidades
conocidas

A3:2017 -
Exposicion de
datos sensibles

comandos en sitios
cruzados (XSS)

monitoreo
insuficientes

www.KarinaAstudillo.com

A4:2017 -
Entidades externas
XML (XXE)

A8:2017 -
Deserializacion
insegura




* Mutillidae viene preinstalada en las siguientes
distros Linux:

* Metasploitable 2:
https://sourceforge.net/projects/metasploitable/

« Samurai Web Testing Framework (WTF):
https://sourceforge.net/projects/samurai/

« OWASP Broken Web Apps (BWA):
https://sourceforge.net/projects/owaspbwa/
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https://sourceforge.net/projects/metasploitable/
https://sourceforge.net/projects/samurai/
https://sourceforge.net/projects/owaspbwa/

ZAP Proxy

r
Untitled Session - 20180825-093335 - OWASP ZAP 2.7.0 e 060 0
Eile Edit View Analyse Report Tools Online Help
| Standard Mode | ¥ = EEHEGg 2R EEE OnDNE A8 Y e do 0 Te B e &
@ Sites | 4 [ 47 Quick StartT =» Request T Responses= | 4=
@ LEIS | Header: Text TJ | Body: Text TJ (=) =
7 [ Contexts A1 [wrTP/1.1 200 0K B
[@] Default Context Date: Sun, 19 Aug 2018 09:59:02 GMT
v @ sites Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntu5.10
v [ P http://192.168.77.128 Expires: Thu, 19 Nov 1981 08:52:88 GMT
4 % GET:dav Logged-In-User:
— Cache-Control: public v
|| P # GET:davlC)
. <table cl "header-menu-table"> A
» P @ dvwa <tr=
| | P GET:dvwa <td><a href="index.php?page=home.php">Home</a></td>
- <td>
LI P GET:icons <a href="./index.php?page=login.php">Login/Register</a>
» || # icons v =/td=>
- WD <td=<a href="./index.php?do=toggle-hints&épage=javascript:alert(1}:">Toggle v
[ = History I %, search I o Alerts & T Output I % Spider I } Active Scan | 4=
@& 7 Cross Site Scripting (Reflected) 4
URL: http://192.168.77.128/mutillidae/?page=javascript¥%3Aalert%281%29%3B N
Y [ Alerts (16) 2| |Risk: # High
» [ Cross S!te Scr!pt!ng (Persistent) (4) confidence: Medium
¥ [ Cross Site Scripting (Reflected) (996) Parameter: page
Attack: javascript:alert(1};
__| GET: http:/192.168.77.128/mutillidae/index.php? Evidence: javascript:alert(1);
|| GET: http://192.168.77.128/mutillidae/index.php? CWE ID: 79
| | GET: http:/192.168.77.128/mutillidaefindex.php?d | WASCID: 8
|| GET: http://192.168.77.128/mutillidae/index.php?f( | [Source: Active (40012 - Cross Site Scripting (Reflected))
| GET: http://192.168.77.128/mutillidae/index.php?f{ | | Bescription:
LI GET: http:H192.168.77.12Bfmut\\lidae.'index.php?p Cross-site Scripting (XS5) is an attack technique that involves echeing attacker-supplied code into a user's - |
|| GET: http://192.168.77.128/mutillidaefindex.php?p browser instance. A browser instance can be a standard web browser client, or a browser object embedded in
| | GET: http://192.168.77.128/mutillidas/index.php?p a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is v
| GET: http://192.168.77.128/mutillidasfindex.phpip P g S Py S S ST ST
.| GET: http:/192.168.77.128/mutillidae/index.php?p Other Info:
|| GET: http:/192.168.77.128/mutillidae/index.php?p
|| GET: http://192.168.77.128/twiki/bin/attach/Know/|
| | GET: http://192.168.77.128/twiki/bin/attach/Know/|
|| GET: http://192.168.77.128/twiki/bin/attach/TWiki/
|1 GET: hittp://192.168.77.128/twikifbin/attach/TWikir®, | | solution:
Pl ¥l . X rall 1L
Alerts R 7 fu4 [u5 [Q Current Scans 420 £ 0 20 @0 o 0 o0
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